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2Overview

Turn your in-‐house app ideas into reality. Here’s how.
Your business is unique, and so are your users. There’s a world of possibilities to address their  
needs with innovative mobile apps that can change the way they work. If you’re like most internal 

constraints, you need to focus on delivering just those apps that truly meet your business needs.

iOS gives you a great way to deliver those apps. iOS development can be fast and highly rewarding, 

This guide will help you do just that. It explores best practices for making mobile apps great for your 

Planning
development process. 

Design—Leveraging iOS interface design concepts to be sure your in-‐house apps 
delight users.

Development—Developing your in-‐house apps and getting the most out of tools from 
Apple, including the iOS SDK.

Deployment—Distributing in-‐house apps within the enterprise and establishing your 
own over-‐the-‐air app distribution service.

Let’s get started. 

Overview

“ The iPhone app development  
process is quick compared to  
your traditional development  
environment. With the iPhone,  
the limit is not the tool itself,  
but rather the imagination or  
the creativity of the developer.” 
—Tip Underwood, Unisys
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Creating a great app requires a great plan. It’s important that your internal stakeholders feel connected 
to the project’s objective and that they actively participate when formulating the plan. The more your 
team understands the balance of work throughout the process and the steps they need to take to 

Discover business and user requirements. Be sure your solution addresses true business needs. Does 
it save time and/or money, make the workforce more productive, or otherwise address a requirement 
for moving the business forward?

Evaluate existing resources/infrastructure. 
something you’ve already built and leverage it for the mobile environment.

Explore ease of implementation.

Keeping these planning concepts in mind will help develop a focus for your project. This chapter will 

Get User Input
Put yourself in your users’ shoes. Spend some time in their workspace by attending a few meetings  
or going out to a job site. You’ll get invaluable insight into their work habits, bottlenecks in the work-‐

your project team to provide ongoing input.

Identify which problem a mobile app could solve that would deliver the most value to your users and 
your business, in the shortest amount of time.

what you could build to just what you should build.

Planning

 Planning Checklist 

Refer to this checklist throughout the planning phase of your project.  
By the end of the planning phase, you should have a scope of work  

 Inventory of all potential business needs/requirements

 Inventory of user needs (to align with business requirements)

 

 
the solution

 General project timeline and milestones

 

 Enrollment process started for the iOS Developer Enterprise Program
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“ We had direct communication 
from developer to sales force.  
We even went out on sales calls, 
we put on our steel tips and hard 
hats, we drove out and went on 
sales calls to see exactly what they 
needed and how they were going 
to use the app.” 
—Dean Moore, Sunbelt Rentals
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Look for a few simple tasks that the majority of your users do frequently and think about how a 

Inventory Your Assets

for iPhone or iPad. Or you might have back-‐end systems with data in a form you can easily deliver in a 

may already be available. Review the Asset Inventory example (to the right) for additional questions 
that can help you survey your existing environment.

Once you have a solid understanding of what your users need, as well as the potential mobile  

share with your project stakeholders.

 
list of features to bring to the new environment. 

on the core purpose of the app.

 Example: Asset Inventory

Answering these questions can help you determine if you can reuse existing 

workers?

accessed through web services?

these easily become mobile apps? 

product lines and said, ‘Where  
does mobile truly make sense? 
What’s the top tier? What are  

after?’ And we went from there.  
We went across our product  

made most sense.” 
—James Blomberg, General Electric
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if each feature serves the intended purpose. Then choose the fewest, most frequently used, and most 
appropriate features for a mobile context. You don’t want to end up with a long, unfocused list of  

give your users the greatest productivity in a simple-‐to-‐use package.

Plan for the Development Process
Typical enterprise software development projects absorb huge resources during the development 
phase. Using the iOS SDK and high-‐level Cocoa Touch frameworks, your development teams can spend 

you to deliver an app for your employees more quickly, but it also helps you provide solutions that 
exceed your users’ expectations. 

Whether you use an agile development process or a more traditional waterfall method, make sure you 
budget time and resources to invest in the design process as a central and ongoing part of your app 

Establish a rough timeline of the process you envision and the roles for each stakeholder at every step 
along the way. This doesn’t need to be etched in stone, but it can provide a common reference point 
for everyone involved.

 

hours for each client 

 

network connectivity 

 

Genentech knew that great app ideas can come from anywhere and anyone,  
so they created a crowdsourcing model that takes employee suggestions for  
apps they’d like to see developed internally. They have since created the top  
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To help you stay focused and communicate the process, your plan should include a central scope-‐of-‐
work document that includes all project resources, goals, objectives, timelines, and key deliverables. 
This is an important guide to the project for all stakeholders. The scope of work can incorporate  

 
communicate the intent of the app concept during the development phase.

Requirements
t

Design

t

Code

Verification

Release

Assemble Your Team
As with any project, you’ll want to assemble a team of contributors who each share a stake in  
the success and outcome of your app project. Some participants may be your internal customers  

development process itself (designers, developers, technical architects, and so on). Ultimately, you 
want to align the team roles and responsibilities with the project timeline and milestones discussed  

 
so that everyone can stay abreast of responsibilities along the way. 

Executive Sponsor
Primary stakeholder, 
responsible for strategic plan

Product Manager
Delivers the app, manages 
requirements, and reconciles 
business needs with solutions 

Project Leader
Tracks schedules, timelines, 
and overall scope of work 

 User Experience Architect
 Responsible for framework 
 of user interaction model and 
 user process flow/journey

IT Manager
Responsible for deployment 
and life-cycle management 
of apps

Technical Architect
Responsible for infrastructure, 
security, and data access 
models

Developer
Responsible for overall 
technical architecture 
and coding

Development Manager
Technical lead and project 
manager
 

Line-of-Business Owner
Primary stakeholder and 
app user

 User Interface Designer
 Responsible for app visual 
 design, graphics, and identity

Example: Typical Project Team

Planning      Design      Development      Deployment
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work. Outsourced developers can also present you with a portfolio of their work that could spark  
new ideas. 

Of course, to be successful, the outsourced team needs a thorough understanding of your project—
everything you’ve determined during the planning process—and regular interaction with you and 
your in-‐house team. Discuss your needs and make sure they understand what your objectives are. 

right from the start that you’ve established clear, two-‐way communication and a process for keeping 
in touch. 

internal team. Align their roles and responsibilities to the project plan and timeline so that you can 
communicate clearly about which aspects of your project they’ll deliver. 

Design Code Verification

Requirements Release

In-house team responsibilities

Outsourced developer responsibilities

Some outsourced partners can help you through all elements of the project, from initial requirements 

services with your outsourced provider, whether or not you ultimately contract with them. It can help 
you evaluate their strengths and also inform how you shape the relationship.

and user comments.

And it depends really on the need of the app. If there’s a 

who have made things that are similar because we  
know that they have expertise in that already. In turn,  

 
our customers.” 

Planning      Design      Development      Deployment
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Getting Started with the iOS Developer Enterprise Program
 

you’ll be able to access the tools and resources noted in the list to the right. 

details, visit .

Enterprise Program is intended for developers who wish to develop and distribute their iOS apps to 

.

to provide a legal contact who can verify that you have the authority to bind your company to the iOS 
Developer Program Enterprise License Agreement. 

“Agent,” which makes you responsible for app provisioning and technical account administration tasks. 

1. Register as an Apple Developer. To start your enrollment, you’ll need to register with Apple by 

2. Enter company, contact, and legal information. This information is required to validate your status 

articles of incorporation, an operating agreement, and a business license.

With membership in the iOS Developer Enterprise Program, you receive the 

 
Member Center

Planning      Design      Development      Deployment

 Quick Tip: Assemble Your Development Toolkit 

The basic requirement for the iOS SDK is an Intel-‐based Mac. Developers  
typically choose a MacBook Air or a MacBook Pro for the portability and 
freedom they provide. But an iMac or a Mac mini are equally good choices, 
particularly if you have an in-‐house development lab. Also, make sure you 
have test devices available. If you want to ensure complete compatibility, 

generation iPad.

http://developer.apple.com/programs/ios/enterprise/
http://eupdate.dnb.com-requestoptions.asp
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Once you’ve submitted your enrollment, you can check the status by logging 
in to the developer Member Center . Authenticate with the 

legal team as necessary.

4. Agree to the Enterprise Program License Agreement. To proceed with your enrollment, you’ll need 
to agree to the terms of the program license. You can review these terms and share them with your  
legal team at this time. 

5. Purchase the program. Once you’ve agreed to the terms, you’ll receive instructions on how to 
purchase the membership through the Apple Online Store. If you’d like to use a purchase order,  
contact your local Apple Store to see if institutional procurement options are available.

6. Activate your membership. You’ll receive an order acknowledgment after you’ve purchased the 
program. Within 24 hours, you should receive an activation email from Apple that includes a code for 
activating your membership. Once you’ve activated, you can access all the program resources. 

Once your company is enrolled in the iOS Developer Enterprise Program, you need to set up your 
development team in the Team section of the Member Center.

Agent. The primary contact for the development team responsible for accepting all iOS Developer 

Admin(s). 
Agent’s involvement to manage enterprise distribution.

Members. 
provision apps and devices for testing and development purposes. Require the Agent’s involvement  
to manage enterprise distribution.

Admins

Member Setup and Approvals

Development Certificates

Development Provisioning

Agent

Distribution Certificate

Enterprise Provisioning

Admin Setup and Distribution

Members

Development Certificates

Development Provisioning

Development

Agents and Admins can add new Members, who can have either an Admin 
or Member role, by navigating to the People tab in the Apple Developer 

Person button to invite new Members to join your team.

 Quick Tip: Registering Devices for Development

Admins can enter multiple device IDs at once by uploading a .deviceids  
 

Visit www.apple.com/support/iphone/enterprise to download the iPhone 

Planning      Design      Development      Deployment

http://developer.apple.com/membercenter/
www.apple.com/support/iphone/enterprise
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Once you’ve set up your team, visit the iOS Dev Center at 

for all things development. Here are just some of the great resources available.

Forums
Connect with other enterprise developers and share ideas and best practices. It’s always 

Reference Library

and gives you all the direct information you need to build apps.

Use the samples to inspire development of your own great apps. You can even copy and 
paste the sample code right into your project.

If you’re new to iOS development, these guides provide your team with fundamental  
concepts and best practices for iOS development.

Looking Ahead
When your planning process is complete, refer back to the planning checklist at the beginning of  
this chapter. If you’ve completed each step, chances are you’ll have executive support, commitments 
from your team, and a clear project plan that everyone can follow. Your team will be positioned for 

understanding of iOS development concepts. 

 Quick Links 

“ The samples on Apple.com  
really do make it simpler to see  

 
or maps, or integrating with a  

Planning      Design      Development      Deployment

http://developer.apple.com/devcenter/ios/index.action
http://developer.apple.com/support/ios/enrollment.html
http://developer.apple.com/support/ios/enterprise.html
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Design matters. Creating a basic iPhone or iPad app is easy. However, highly successful apps take a 

and make excellent use of colors and audio, they’re simple to use and work as expected, they keep 
the user involved, and they keep the user coming back again and again. By paying close attention to 
design when you build a new app or enhance an existing app, you can increase its appeal, create a 
more engaging user experience, and make your app delightful to use.

and determine an app design that will make your users more productive.

Design for Touch 

 
As you begin designing an app, you’ll want to understand what makes iOS devices unique. Spend 
some time with an iPhone or an iPad and get familiar with the user interaction and interface design 
conventions.

At a basic level, for touch interaction you need more pixels to represent a selectable button for a  
-‐

are common on the desktop don’t work well on a mobile device that’s designed for touch.

The iOS Human Interface Guidelines describe the principles that help you design a superlative user 
interface and user experience for your iOS app. These principles are just as important for enterprise  
in-‐house apps as they are for apps built for the App Store. 
 

Design

 Design Checklist

By the end of the design phase, you should have accompished the  

 Read the iOS Human Interface Guidelines from Apple

 Established a concise feature list that’s directly aligned to your core 

 
one another

 
the app journey

“ One of the ways we ensure consistency in our apps 
is that we follow the Apple HIG, the Human Interface 
Guidelines. It really helps make sure that we have  

design styles we can choose from, and we also make 
sure that those have a consistent theme running 
through them. But following the HIG is very important 
for us.” 

Planning      Design      Development      Deployment
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Simplify 

Many times your enterprise in-‐house apps will be derived from an existing desktop application  
environment or based on line-‐of-‐business systems that your users depend on. It’s easy to fall into the 
trap of trying to bring every feature and function from the desktop application down to the mobile 
device. This approach usually fails to deliver the type of experience expected on a mobile device. 

Here are a few questions you might ask yourself about the user interface elements in your app to help 

If the answer to any of those questions is no, perhaps you can do without the element. Or you may 
want to consider combining the functionality with something else. 

iPhone and iPad users are accustomed to the appearance and behavior of the built-‐in apps that  
ship with those devices. You don’t want to mimic every detail of the built-‐in apps, but it’s helpful to 
understand the design patterns they follow and consider how to apply those patterns to your own 
apps in a simple, functional, and easy to use design. Investigate these apps for common controls, 

apply those concepts to your own app consistently.

Quick Tip: Bite-‐size apps

scope and investment. 

Users will build their own “solutions,” which 

“ We have an overall philosophy  
that internal apps should be just  
as elegant and beautiful as the 
best commercial app. So when  
we started looking at designing  
the UI, we didn’t want to just 
solve the problem functionally, 
we wanted to solve it…in a really 
clean way.” 

Planning      Design      Development      Deployment
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When an iOS app establishes and maintains focus on its primary task, it’s satisfying and enjoyable to 

concepts—and then sorting them based on their relevance to your apps primary purpose or task—

Objects. 
would be things like days, months, appointments, and reminders.

Tasks.
editing, and creating. 

Concepts.
Using our calendar example, a concept might be searching, which would involve multiple tasks. 

Searching

Days

Weeks

Months

Reminders

Tasks

Scheduling

ConceptsObjects

Edit

Search

Calendars

Search

Filter

Create

Appointments

Once you’ve created these lists, you’ll start to notice some relationships between the items within 
each category. This will help you group related objects, tasks, and concepts in a hierarchy that should 
simplify how they present to the user.

 Quick Tip: Retina Display

The Retina display on iPhone 4 allows you to display 
high-‐resolution versions of your art and icons. If you 
scale up your existing artwork, you miss out on the 
opportunity to provide the beautiful, captivating  
images users expect. Instead, rework your existing image 
resources to create large, higher quality versions that  
are richer in texture, more detailed, and more realistic.

Planning      Design      Development      Deployment
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Put the most frequently used (usually higher-‐level) elements near the top of the screen, where  
they’re most visible and easy to reach. As the user scans the screen from top to bottom, the elements 

Frequency of use: 

Importance to the user: More important elements should be higher.

 Elements you want to appear more prominently in your design should be higher.

The same approach holds true for the information in your app. It should progress down the screen 

 

Good design is an iterative process. The more you exercise your interface design concepts early on in 
the process (before you write any code), the better the end results will be.

compensate for the user interaction concepts that will vary with the device’s unique characteristics. 

delight your users.

Before you can begin to successfully build an app, you need a solid set of blueprints. You might start 

more about how your user might interact with the app and new ideas that you could incorporate—all 
without spending any time, money, or resources on actual development. Consider drawing or sketching 

the functionality your design will create. 

Planning      Design      Development      Deployment

Iterate on paper. Often the 
best way to articulate your 
design vision is to create 
rough sketches early in the 
design process that help 

design without the cost of 
code development. You can 
buy handy templates online 
to help you crank out rapid 
sketches with some polish.

Iterate with an app. There are also apps in the App Store, such as iMockup 
and App Layout, that help you create user interface mockups for iOS using 
standard controls and views. 
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If you’re planning to develop an app that runs on both iPhone, and iPad, you need to adapt your 
design to each device. While most individual UI elements are available on all devices, the overall  

 
 

not recommended. Instead, you need to make your iPad app engage the user in ways that take  
full advantage of its larger screen and capabilities. Also keep in mind that iPhone 4 supports higher-‐ 
resolution graphics via the Retina display, which requires doubling the artwork resolution. There  

 
to iPad.

on all iOS devices. It’s essentially an iPhone app and an iPad app built as a single binary. 

A Universal app can determine which device it’s running on and provide the best experience for that 
device. Well-‐designed Universal apps leverage the device’s unique hardware features, provide the right 
choice of user interface elements, and use only the functionality that’s supported by that device. 

When designing a Universal app for iOS, it’s important to think about how to separate user interaction 
from the underlying application code. The iOS SDK’s classes and APIs leverage a model-‐view-‐controller 
(MVC) paradigm that encourages a clean separation of your app data and logic from the views that 

 
factors—one design for iPad devices and another for iPhone/iPod touch devices. Much of your design 

consistent design for each and where you might need conditional coding.

Planning      Design      Development      Deployment

wanted to take advantage of. That was key for us. It  
was not, let’s just make everything three times as big,  
have that many more pixels, but let’s really make sure 
we’re properly using that space…If we’re going to  
translate one from an iPhone to an iPad, we re-‐think it. 

 
but what else can we do? How can we make it more 
usable, how can we have less clicks, or less screens to  
get to everything?” 
—James Blomberg, General Electric
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It’s important in a business environment to provide equal access to mobile tools and technology to all 
users. iOS includes several features out of the box that make a device accessible and easy for everyone 

visual, auditory, and physical disabilities can use and enjoy your app.

iOS includes the UI Accessibility programming interface, a lightweight API that helps an app provide 
all the information VoiceOver needs to describe the interface so that visually impaired people can use 
the app. The UI Accessibility programming interface allows you to add a thin layer of functionality that 
doesn’t alter your app’s appearance or interfere with its main logic. This means that when you use stan-‐
dard controls and views, much of the work of making your app accessible is done for you. Depending 

and helpful descriptions of your accessible user interface elements.

 
interface and allows you to verify this information when you run your app in iOS Simulator

In addition, you can use VoiceOver itself to test the your app’s accessibility. 

Looking Ahead
With a foundation of UI design best practices, you’ll be ready to move into the development phase 
of your project. However, as you might recall from the planning chapter, design is an iterative process 
that continues throughout the app development life cycle. Executing good design with a focus on 
user experience should be a conscious strategy even when your development team starts cranking 
out code. The toolset and concepts discussed in the next chapter will help you do just that—develop 
rock-‐solid code, and at the same time enable you to deliver well-‐designed apps for your users.

Planning      Design      Development      Deployment

Making your iOS app accessible to 
VoiceOver users is the right thing  
to do. It might also help you address 
accessibility guidelines created by  
various governing bodies. 

To make sure VoiceOver users can  
use your app, you don’t need to 
change the visual design of your  
interface in any way. When you use 
standard elements, you have little  
(if any) additional work to do.

However, you might need to supply some descriptive information about  
the views and controls in your user interface. The more custom your user 
interface is, the more custom information you need to provide so that 
VoiceOver can accurately describe your app.
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With iOS you can deliver content and information in simple, yet powerful new ways to help your 
employees be more productive. Leveraging the iOS SDK, your development team will be building  
apps using the same tools Apple engineers use to build the OS and the apps that ship with every 
iPhone and iPad. This enables you to create apps that look, feel, and respond to your users elegantly 

Using iOS tools you can leverage high-‐level frameworks that help you take full advantage of the  
platform. We’ll explore the essential APIs for in-‐house development to give you ideas for integrating 
these capabilities into your apps. We’ll also discuss how you can leverage web technologies by using 
HTML5, CSS, and JavaScript. With the right security features built into your solution, these technologies 
work together to create a powerful, secure foundation that supports your business needs. 

 

you perform those tasks and suggest best practices for making sure your app works the way you 
intend it to. 

When it comes to in-‐house development, it’s all about executing the vision of your app design, taking 

 

Xcode
real-‐time static analysis, and instant on-‐device debugging.

Interface Builder makes it simple to prototype your app. Drag elements to create a full user 

Instruments collects and displays data such as disk, memory, or CPU usage in real time, 
making it easy to pinpoint problem areas. 

runs your app in much the same way an iOS device would, so you 
can verify and test your code right from your desktop environment. 

Development

 Development Checklist

By the end of the development phase, you should have a basic  

 

 The key APIs and frameworks for enterprise in-‐house development

 Web app development

 

 Best practices for securing your in-‐house apps

 Testing, debugging, and performance validation of your app
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fantastic programming tools and very easy to use,  
even for developers not coming from a Mac  
background.” 
—Hans-‐Christian Pahlig, Axel Springer
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Essential APIs for In-‐House Developers
The iOS SDK provides tools that help you write almost any app functionality you can imagine. Many  
of these tools also include sample code and resources to help you get started quickly. Let’s review 
a few of the thousands of APIs available in the iOS SDK. Just a quick look may fuel your imagination 

Multitasking. Developers have access to seven multitasking services that enable tasks to be 
performed in the background while preserving performance and battery life. These include 
functions such as Voice over IP, background audio, background location services, push and 

alerts, or add a numbered badge to your app icon.

Accessories.
dock connector or wirelessly using Bluetooth. Build an app that retrieves data from external 
sensors or even control accessories with a sophisticated Multi-‐Touch interface. Create an 
inventory app for your barcode reader. Or build an app that logs and tracks the readings 
from an attached heart rate monitor. You can also create your own custom protocols to 

.

Location-‐based services. Use the Core Location framework to determine the current latitude 

events. The framework uses available hardware to triangulate a user’s position based on 
nearby signal information. iOS 4 brings enhancements to mapping via the MapKit API. MapKit 

and even geocoding to highlight regions of the map and display additional information. 

 
real-‐time static analysis, and instant on-‐device debugging.

Planning      Design      Development      Deployment
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Integrating shared data. iOS provides powerful connectivity options for sharing information 
between apps. Using a URL-‐based syntax, you can access data from the web, as well as initi-‐
ate actions in other installed apps, such as Mail, Calendar, Contacts, and more. Your own app 
can also declare a unique URL scheme, allowing any application to launch your app.

 iOS lets you present a standard Mail or SMS composition interface from within your 

and content, which the user can then edit before sending. Outgoing mail and SMS messages 
are automatically handled by the system’s Mail and Messages queues. 

 With Address Book APIs for shared data, your app can create a new contact or 
get existing contact info. By accessing the built-‐in contact list, your app can enable a user 
to associate a contact or business address with an application task or process.

 Event Kit allows iOS apps to access event information from a user’s Calendar 

when event records change, and allow users to create and edit events for any of their  
calendars. Changes made to events in a user’s Calendar database with Event Kit are auto-‐
matically synced with the appropriate calendar, including business calendars hosted on 
CalDAV and Exchange servers.

 UIKit provides access to the user’s photo library. The photo picker interface provides 
controls for navigating the user’s photo library and selecting an image to return to your 
app. You also have the option of enabling user editing controls, which let the user pan  
and crop the returned image. It can also be used to provide an interface to the camera, so 
photos taken can be loaded directly into your app.

Audio and video. Multimedia technologies in the iOS SDK let you implement sophisticated 
audio and video capabilities within your app. The Media Player framework supports full-‐

use standard web servers to stream high-‐quality audio and video content over-‐the-‐air. Your 
app can also take advantage of Core Audio to generate, record, mix, process, and play audio 
in your app. Use Core Animation to add smooth motion and dynamic feedback to the user 
interface. Or leverage OpenGL ES for high-‐performance 2D and 3D graphics. 

to prototype your app. Drag elements to create a full user interface without writing 
any code.

Planning      Design      Development      Deployment
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Web Development
Web apps—an entirely new category of mobile applications—are opening up a world of possibilities 
for enterprise. Web apps are custom-‐designed web pages that take advantage of advanced HTML, CSS, 
and JavaScript to deliver an immersive app experience to iOS users. And because you build apps using 
HTML, you can develop web apps in any web development environment. You just need to host a web 
page to deploy a web app, and you can manage changes or updates from the server where the page 
resides. Let’s take a quick look at the technologies you use to build web apps for iOS devices.

content interacts with modern browsers. HTML5 allows developers to integrate rich media 
directly into standard web pages, reducing development time and providing rich interactivity 
for the creation of web apps.

you can create web apps that interact much like native apps on iPhone and iPad.

WebKit is an open source web browser engine. Powering Safari on iPhone and iPad, WebKit 

free for anyone to use, and provides the HTML engine for web apps on iPhone and iPad. 

Dashcode is included in the iOS SDK. Its integrated environment allows you to lay out, code, 
and even test web apps. Dashcode also provides handy templates to help you bring your 
web app to life. 

Safari 5 for Mac and Windows includes a powerful set of tools that make it easy to debug, 

on the Develop menu in Safari preferences on your Mac or PC.

The Simulator runs your app in much the same way as an actual iOS device so 
that you can verify and test your code right from your desktop environment. And 
because the Simulator includes the Safari browser for iOS, you can also test and 
verify your web apps prior to deployment.

“ One of the things that we’re able to do in the SDK, is to 
go in and actually make quick changes. It’s something 
that can be done very quickly onscreen, and then using 
the Simulator, you can see it almost instantly. And for us, 
that is able to provide direct feedback.” 

Planning      Design      Development      Deployment
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With the iOS SDK, you can also provide access to web content within an iOS app using an element  

 
to your app with adjustments to your web server without having to redeploy the app itself. Leveraging 
web content in your native app is also a great way to ramp up on native development without scaling 
back or discarding your existing web development investments.

-‐
houses. While delivering a great user experience on the client is a top priority for any successful mobile 
app, the same attention to detail and architecture is required to integrate the client experience with 
data from back-‐end servers. The iOS SDK has a powerful collection of tools and frameworks for storing, 
accessing, and sharing data resident on corporate data servers.

data transactions or use third-‐party libraries such as gSOAP or Axis2. If you’re implementing REST, you 

high-‐level frameworks that make it easy to connect to, render, and interact with information anywhere 
in the world.

To integrate web content, you simply include a UIWebView object within your 
native app, attach it to a window, and send it a request to load web content. 
You can also use this class to move back and forward in the history of web 
pages, and you can even set some web content properties programmatically.

make updates and changes really 
quickly, so we went the hybrid 
approach. Which was native UI 
elements living on the phone, 
and the rest was all actually web 
pages.” 
—Giancarlo De Lio, Mt. Sinai Hospital

Planning      Design      Development      Deployment
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device itself.

 Core Data.
associated with object life cycle and object graph management, including persistence. Core Data  
provides a general-‐purpose data management solution developed to handle the data model needs  

and easily access it from your code. It provides an infrastructure to deal with common functionality, 
such as save, restore, undo, and redo, allowing you to get on with the task of building innovation into 

database system.

Securing Your App
Chances are your in-‐house app uses sensitive corporate data that needs to be secured and protected. 
Many of the basic device-‐level safeguards, such as passcode policies and remote wipe, are available 
to your IT managers to administer. But regardless of these security features, it’s always a good idea to 
have a strategy for securing data residing within your in-‐house apps. 

To support the process of securing data in your app, iOS provides a “sandboxed” approach and requires 
that apps be signed so they can’t be tampered with. iOS also has a framework that facilitates secure 
storage of app credentials in an encrypted keychain. And it provides high-‐level frameworks that can 
be used to encrypt app data and provide secure networking. You can leverage all these capabilities 
within your own development process to provide a secure foundation without impacting the user 
experience. 

AS/400 MS SQL Servers MS CRM

“ Security was a big factor in our decision 
to do application development for the 

security, keychain for keeping certain 
things private, and we were able to 
encrypt data.” 

 

Microsoft CRM databases. They were then able to expose the data retrieved 
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Apps

Core Services

Core OS

CF Network

Security Services

LibSystem
CommonCyrpto

Keychain 
Services

Certificate,
Key, and Trust

Services

Randomization
Services

 

The iOS security APIs are located in the Core Services layer of the operating system and are based on 
services in the underlying Core OS (kernel) layer of the operating system. Apps call the security services 

 

stream using any of a variety of SSL or TLS protocol versions.  

 

 

 

security tokens such as a Secure ID or CRYPTOCard, and password authentication. 

You can share keychain items between multiple apps. Sharing items makes it 

you could use this feature to share user passwords or other elements that 
might otherwise require a separate prompt to 
the user from each application. Accessing shared 
items at runtime involves using the Keychain 
Services programming interface with the access 

information about how to access the keychain, 
see the Keychain Services Programming Guide in 
the iOS Developer Portal.
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In-‐house apps can protect sensitive data by taking advantage of the built-‐in encryption features  
available in the latest generations of Apple devices. Data Protection leverages each user’s unique device 
passcode in concert with the hardware encryption on the device to generate a strong encryption key.

both your app and to any potential intruders. However, when the user unlocks the device, iOS creates 

data as it’s created and to be prepared for changes in accessing that data when the user locks and 
unlocks the device. 

iOS provides a secure, encrypted keychain for storing digital identities, user names, and passwords.  
The operating system partitions keychain data so that credentials stored by third-‐party apps cannot 

across a range of apps and services within the enterprise. In iOS, Keychain Services checks an app’s 
signature before giving it access to a keychain, handling all keychain access without user interaction. 
Your in-‐house apps can interact with the keychain through the Keychain Services API. 

Testing and Validation

an integral part of your ongoing development process. In fact, the motto “test early and often” is key 
to a successful iOS app development project. You can ensure that your app design and code are on 
track with early testing and validation using a number of methods. The following is a summary of the 
iOS testing tools you can use for analysis and debugging. 

that could have remained hidden or nearly impossible to replicate.

On-‐device real-‐time debugging. 

to quickly identify and address any performance issues. You’ll be able to see variable values with a 
mouse hover.

 Quick Tip: Authentication Library

An elegant way to implement security in iOS apps is to create a shared 
authentication library you can use across all in-‐house apps. You can  
integrate this authentication library with your existing directory services 
(LDAP or Active Directory) so that each time you create a new app, you  
don’t need to write new authentication code. By storing a credential in the 
shared keychain, your user experience is further enhanced because users 

time-‐out periods per your internal IT requirements. Sharing this type of code 
across internal apps creates consistency in your policies and consistency in 
the user experience—a win for both users and IT. 

“ We have a single sign-‐on on all 
apps, and we have access-‐control 
lists, on the private ones. So even 
if you download it, for single sign-‐
on, it’ll pass a perimeter over to 
our application where we’ll do a 
check to see if you have access. 
And if you do, great, and if not, 
you won’t be able to get into it.” 
—James Blomberg, General Electric 
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Instruments. The Instruments application is a powerful performance measurement tool that lets you 
peer into your code as it’s running and gather important metrics about what it’s doing. You can view 

Data recording.
red button to start the recording process. Data is collected and stored for further analysis.

 As data is recorded and displayed over time, it’s easy to see relationships between 

Drill down. Inspect data spikes on the graph to see what code is executing when the spike occurs, 

Play back. Create an ad hoc test harness by recording a user interacting with your app, then play 

Automated UI testing. Built-‐in automation instrument works from scripts (written in JavaScript) 
that you provide to drive the simulation of events in your app. These synthetic events are generated 
with the help of the accessibility interfaces built into iOS. You can use this instrument to improve  
your testing process and exercise the user interface elements of your app while it’s running on a  
connected device.

Looking Ahead
As discussed throughout this chapter, the tools and resources provided in the iOS SDK allow you to 
rapidly develop breakthrough apps that take full advantage of the capabilities of both iOS and the 
device. Additionally, with the iOS SDK, your apps are ready for deployment at a moments notice. In 
fact, many in-‐house development teams take an iterative approach to the entire development process, 
building and deploying apps frequently throughout the project life cycle. With integrated validation 
and testing and a security model that protects your enterprise data, you can deploy your apps to users 

Instruments collects and displays data in real time, such as disk, memory, or CPU  
usage, making it easy to pinpoint problem areas.
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“ One tool that was invaluable for 

was able to look for problems 
without having to actually run 
the app. Something that could’ve 
taken us weeks or months of 
debugging, or things that we 
may have never found, the Static 

immediately.” 
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Once development and testing of your app code is complete, there are a few important tasks to 
undertake before it’s ready for users. To prepare your app for distribution, you need to obtain an  

 
is prepared for deployment, you can host your in-‐house app securely on your own web server and  

and life-‐cycle management of your app. 

Prepare for Launch
To begin the deployment process, you’ll need to certify and provision your app within the iOS 

 To distribute your iOS app, the designated Agent 

-‐

overview/index.html.

 When you’re ready to deploy your app in production, 

so you’ll want to use this method for broad-‐based app distribution within your company.

 

 
 

no longer run.

Deployment

 Deployment Checklist 

 

 Establishment of a distribution web server or solution for wireless 
app distribution

 Announcement of your solution to end users

 Overview: Developer Provisioning Portal

The iOS Provisioning Portal takes you through the steps required to test your 
apps on iOS devices and prepare them for distribution. You’ll use the iOS 
Provisioning Portal for many of the steps described in this chapter, such as 

 
helpful documentation.
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of data used or accessed within your app. It’s always a best practice to secure the app itself through 
internal means. As mentioned in the “Development” chapter of this guide, you can leverage a wealth 

secure your in-‐house app is to create a standard library for user authentication.

by-‐step instructions provided in the Developer Provisioning Portal. 

other elements needed for wireless distribution. 

Distribution

app on a simple web server you create internally, setting up your own in-‐house app catalog, or using a 
third-‐party mobile device management solution. 

level of app management you need.

Planning      Design      Development      Deployment

 Overview: Xcode Organizer

 
repositories, app archives, and devices—including one-‐click setup of new  

is the central library from which apps can be shared (exported) for enterprise 
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1. Host your app on a web server that your employees can access.

2. Notify

3. Tap the URL to install the app. A dialog will ask if they want to proceed with installation.

 
.

Your team can also build an internal app catalog that provides a portal for over-‐the-‐air distribution of 

The catalog can deliver app download URLs directly, allowing multiple apps to install and update con-‐

In-‐house apps that are distributed internally aren’t automatically updated. You’ll need to notify 

-‐
tion within the app that contacts the server for updates at runtime. 

With wireless app distribution, you can provide a link to the updated app right within your app. If you 

badge that lets users know updates are available.

Many third-‐party mobile device management solutions provide wireless app distribution capabilities 

the ability to do version control and track which users are running which version of your app. Many 

and updated apps are available. And because mobile device management solutions can establish  
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GE’s in-‐house mobile task force, the Mobile 
Center for Excellence, doesn’t just develop 
cutting-‐edge apps. They’ve also built an  
internal web portal, the GE Internal App Store, 

 

“We needed a great way to distribute mobile 
applications internally,” says James Blomberg, 

Technology. “We also have apps on Apple’s App 
Store, but we needed something private as well, 
for GE applications that shouldn’t be shared with the world.”

 

are available, the group promotes them on a companywide intranet portal 

Center of Excellence, which includes participants from all of GE’s major  
business sectors.

interface, but very easy to use,” says Dayan Anandapa, director of Digital 
Technologies and Collaboration at GE. “Once you register, you click on a  
URL to help you through the download process. Since the devices them-‐
selves are seamless, we want installation to be seamless as well.”

At a company as large and diverse as GE, not all in-‐house apps are appropri-‐

users, the company has instituted a two-‐tiered access system. “We have a 
single sign-‐on for all apps, and additional access control lists for the private 
ones,” says Blomberg. 

The GE Internal App Store helps drive overall awareness of GE’s mobile 
resources in addition to easing the app download process. But it has other 

businesses,” Blomberg says. “And it’s really opened up new relationships. 
People who didn’t know each other now work together. Across GE, there’s a 
tremendous amount of collaboration and communication through mobile.”

http://developer.apple.com/library/ios/#featuredarticles/FA_Wireless_Enterprise_App_Distribution/
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mobile device management solutions, visit www.apple.com/iphone/business/integration/mdm.

Announcing Your Solution
Congratulations! You’ve designed, developed, and deployed an iOS app for your employees. The only 

innovative in-‐house apps can fail to achieve the business adoption or return on investment if users 
don’t know about them. You can communicate the solutions to your users in many ways. Here are a  

 
participate in forums, and so on.

 
employees can learn more about its purpose.

Looking Ahead
Deploying and announcing your app is not the end of the process—it’s really just the beginning. With 
each successful mobile app, your users will be clamoring for more. This guide is merely a starting point 
for your development team. Beyond this guide, a wealth of learning resources, best practices, tips, and 
techniques are available as part of the iOS Developer Program. Connect with others through the devel-‐
oper forums, or download developer videos to explore and discover more advanced capabilities of the 
platform. The possibilities are limitless.
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 Example: Internal Communications

In announcing new in-‐house apps for their users, Genentech made  

priority. Just like a commercial developer might create a product launch 
campaign, Genentech created unique internal marketing materials for each 

awareness and adoption of the new apps.

www.apple.com/iphone/business/integration/mdm
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Additional Education Resources
Want to take your in-‐house development to the next level? The advanced learning resources listed 
below go deeper and provide detailed technical information on the most relevant in-‐house app  
development topics.  

To watch Apple engineers and experts discuss how to innovate with the latest Apple  
  

Learn the tools and APIs necessary to build apps for iPad, iPhone, and iPod touch. 
“Developing Apps for iOS” from Stanford University covers user interface design for mobile 
devices, unique user interactions using Multi-‐Touch technologies, Core Animation, and more. 

 

Get a comprehensive kickstart to iOS development at this seven-‐day course designed to 

Ranch can also come to you and provide workshops for your development team onsite.  
www.bignerdranch.com 

Learn how to create full-‐featured iOS apps from scratch in this four-‐day, hands-‐on training 
 

About Objects www.aboutobjects.com

Other product and company names mentioned herein may be the trademarks of their respective companies.

http://developer.apple.com/videos/wwdc/2010/
http://itunes.apple.com/us/itunes-u/developing-apps-for-ios-hd/id395605774
www.bignerdranch.com
http://pragmaticstudio.com/iphone/
www.aboutobjects.com

